Master's Degree in
CYBERSECURITY




PROFESSIONAL PROFILE

* Evaluates security risks and vulnerabilities in information technology applications or
installations, according to norms and standards, providing advice on security controls.

* Manages the development of | T security plans, considering risks and contingencies,
promoting compliance with policies, standards and service level agreements.

* Manages information security projects according to business needs, basing decisions on
critical analysis to ensure the integrity of information, according to established strategies,
policies and standards.

* Generates alternative solutions for risk measurement and definition of mitigation controls
within a defined functional or technical area, based on applied research and critical analysis.




MASTER'S DEGREE IN
CYBERSECURITY

FIRST SEMESTER

KEY COURSE CR HT HP HI HRS PREREQUISITE
MCS-111 MANAGEMENT OF CYBERSECURITY OPERATIONS 2 30 0 0 30 -

MCS-112 ARCHITECTURE AND DESIGN OF SECURE NETWORKS 2 15 30 0 45 -

MCS-113 LEGAL AND REGULATORY ASPECTS OF INFORMATION SEC. 2 30 0 0 30 -

INFOSEC.

MCS-114 INFORMATION SECURITY MANAGEMENT 2 30 0 0 30 -

KEY COURSE CR HT HP all HRS PREREQUISITE
MCS-121 DATA AND APPLICATION SECURITY 3 30 30 0 60 MCS-111
MCS-122 IoT AND CLOUD SYSTEM SECURITY 3 30 30 0 60 MCS-112
MCS-123 OFFENSIVE CYBER OPERATIONS 3 30 30 0 60 MCS-112
MCS-124 RISK MANAGEMENT AND BUSINESS CONTINUITY 3 45 0 0 45 MCS-111

THIRD QUARTER

KEY COURSE CR HT HP all HRS PREREQUISITE
MCS-131 CYBERSECURITY INCIDENT MANAGEMENT 3 45 0 0 45 MCS-114
MCS-132 FORENSIC ANALYSIS AND INVESTIGATIONS 3 30 30 0 60 MCS-114
MCS-133 CYBERINTELLIGENCE 3 45 0 0 45 MCS-124
MCS-134 CYBERCRIME 3 45 0 0 45 MCS-124

FOURTH QUARTER

KEY COURSE CR HT HP HI HRS PREREQUISITE
MCS-211 CYBER DEFENSE, CYBER TERRORISM AND CYBER WARFARE 3 45 0 0 45 MCS-132
MCS-212 CRYPTOGRAPHY AND CRYPTANALYSIS 3 30 30 0 60 MCS-132
MCS-213 CRITICAL INFRASTRUCTURE SECURITY 3 45 0 0 45 MCS-122
MCS-214 SAFETY ASSESSMENT 3 30 30 0 60 MCS-124

FIFTH SEMESTER

KEY COURSE CR HT HP HI HRS PREREQUISITE
MCS-221 THREAT INTELLIGENCE 3 30 30 0 60 MCS-123
MCS-222 SECURITY PROJECT MANAGEMENT 2 30 0 0 30 MCS-214
TFM-400 FINAL MASTER'S THESIS 6 0 0 270 270 ALL

TOTAL CREDITS 55
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ADMISSION REQUIREMENTS

» Admission Application Form duly completed.

Birth Certificate certified and in original.

Medical certificate.

Copy of identity card and voter's registration card.

2 X 2 photos.

Copy of Bachelor's Degree, legalized by the MESCYT.
Original transcript of grades, legalized by MESCYT.
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